Abstract-With the development of Internet and computer science, computer network is changing people's lives. Meanwhile, Network traffic prediction model itself becomes more and more complex. It is an important research direction to quickly and accurately detect the intrusions or attacks. The performance efficiency of a network intrusion detection system is dominated by pattern matching algorithm. However, In view of the complex non-linear and chaotic network traffic, and combined with its time-series properties, this paper propose a network traffic prediction model based on the auto-regressive moving average (ARMA). This model adopts the third party inspection systems which aim to save the network resources and predict the network traffic in high efficiency. By taking the data flow measurements in 16 channel analyzer to initialize the model, the simulation results show that the proposed model can effectively detect network intrusions and attacks, which improves the performance of the entire network and prolongs the network lifetime.
INTRODUCTION
With the development of Internet and computer science, computer network is changing people's lives. Meanwhile, Wireless network model itself becomes more and more complex. As a new network technology, the wireless network has widely used in many areas, attributing to its flexible and convenient. And network traffic prediction model itself has become the core studies for the wireless network. However, the researches of the traffic predication were mainly about the wired network, while there are few studies on the wireless network. Because the wireless network has more complicated than the wired network, the traditional predication models are not appropriate for wireless local network. So, this paper did some researches on the wireless network traffic analysis and traffic predication based on ARMA model. Network traffic prediction is an important application of network management and network measurement research direction, which is to predict the future tendency of sometime things. Compared to traditional wired device, wireless technology in industrial environment demands different measurement analysis approaches, which is required to be considered for easy acceptance of wireless devices in the industrial domain.
WirelessHART is the reliable protocol for the industrial automation and process control, which is designed to mainly meet the specific requirements of the industrial automation network, such as anti-interference, low energy consumption, etc. Compared to other standards, most of the users in the domain of industry process automation select the WirelessHART and the WirelessHART already becomes the only international open standard for wireless sensor network. In additional, Wireless network is vulnerable to certain types of attacks, because its layout is distributed in the unprotected public environment. Some pre-configured systems can be used to improve the ability of resisting attacks in wireless networks. However, the existing attack detection systems mainly focus on the wired network. But wireless networks are particularly at risk from hackers or other factors because they can physically intercept data in a way.
Intrusion detection technology is quite necessary in those high security required network. As the second layer protection in the WirelessHART system, WirelessHART IDS should be working with some preset security measures such as authentication systems, encryption, etc. They should supplement each other and be mutually compatible with each other.
Data flow is widely used in wireless sensor network (WSN). Literature [7] made a research into the traffic model for detecting attacks. The probability density function of each point in the covered detection area is defined in the uniform distribution sensor array; the simulation results show the correctness of this model. However, network traffic is closely related with the application. Most WSN traffics are driven by time, so traffic forecasting model cannot be used to accurately detect intrusion. The initial studies of network traffic prediction include the linear prediction model based on AR, ARIMA [1] . They are simple in algorithm, but poor in adaptability. With the continuous development of intelligent algorithm, its good nonlinear mapping ability, flexible and effective way of learning in the field of prediction showed great superiority and potential in application, such as BP neural network, radial basis function (RBF) neural network, etc.. These algorithms have been applied in network traffic, finance, hydrology, and other areas of the various predictions [2] . However, neural network is a kind of heuristic techniques which rely on the experience, and its learning process is based on the principle of empirical risk minimization (ERM). Especially for small samples, the learning methods will tend easily to over-fitting phenomenon, which led to the low generalization ability; In addition, the complexity of neural network algorithm is greatly influenced by network structure complexity and the complexity of samples. Due to these weaknesses, the neural network application in the prediction is not effect as expected.
A super frame structure method is used to project the wireless industrial network communication based on the WirelessHART, to apply TDMA as its access technology. As a result, the signal is divided into different time slots so as to make several devices operate on the same frequency. Thus multiple users could transmit data continuously, but different time slots for them. In this paper, we propose a new method for network data traffic model. By taking the data flow measurement in 16 channel analyzer to initialize the model, the simulation results show that the proposed model can effectively detect network intrusions and attacks, which improve the performance of the entire network and prolong the life of the network.
The intrusion detection roughly is divided into two categories: intrusion detection based on the false application and intrusion detection based on the abnormal use. Intrusion detection based on misuse will code the known attacking-signal and system attack, and then store them in the database. If IDS find the current behavior is similar to some attacking signals in the database, it will trigger the alarm. For the lack of relevant information, the misuse intrusion detection technology is inefficiency in detecting the new attacks. Instead, the attack detection technology based on the abnormal use, first needs to determine the normal state of system and the normal behavior of users, and then compares the current behavior with the normal behavior that system recognizes. If the current behavior deviates from the normal behavior which system admits, the IDS will trigger the alarm. Intrusion detection based on the abnormal use is capable of detecting new attacks, but it is difficult to confirm the system's normal behavior.
It is a very promising detection technology to combine the advantages of two kinds of mentioned detection technology. The detecting technology adopts the specific standard to confirm whether the system behavior is legal. The intrusion detection technology based on certain criteria is similar to intrusion detection based on the abnormal use, because both of the methods compare the current behavior with specific behaviors. However, intrusion detection technology based on the standard judges artificially whether the action of system is legal or not, and so it can reduce the probability of false alarm. The determination of this technique relies on confirming whether the system is legal or not, which is very time consuming. Therefore, this needs to make a compromise between time and the false alarm in the design of intrusion detection technology.
Designing a kind of method that can detect all attacks is very difficult. Analyzing the existing attacks can effectively extract the characteristics of attacks. It is a very important step. Here, we mainly introduce two kinds of typical wireless industrial networks IDS attacks. The first one is the routing logic vandalism. In routing protocol, the typical attack strategies include traps, routing updates storm, and control packet which fabricate or modify a variety of routing. All these attacks can lead serious damage to WirelessHART network. The second one is flow distortion. These attacks include packet loss, destruction and data obstruction. According to the different attack purposes, the attacker can choose different methods to control the packet. In addition to attack types discussed above, and there are still lots of other types of attacks. Therefore, it is very difficult to withstand all attacks by constructing a network system.
II. THE SYSTEM STRUCTURE AND MODELING
The differences between WirelessHART network and wired network determine that the traditional attack detection systems cannot be directly applied to WirelessHART network [4] [5] [6] . WirelessHART standard provides a wireless network protection. And any new attack detection system should meet the requirements of WirelessHART standard. However, the designed system for the purpose of detecting framework attacks has not met the public yet. So the main purpose of this paper is to design a wireless network protection structure which could satisfy the WirelessHART standard.
In order to describe the WirelessHART network, we assume that the network could have two non-overlapping regions. As this is a kind of wireless network, this two coverage area is allowed to overlap. The demarcation of this network can be divided into monitoring range according to channel analyzer which makes all channel monitor can cooperate to complete the task for intrusion detection.
Our research mainly focuses on WirelessHART network. We assume that the exchange of information between IDS detectors will not stop in any attacks. Wireless communication is inherently unreliable. We assume that the essential difference exists between normal operate and intrusion. It is difficult to detect the attack, if an intruder sends only one or two piece of data.
We assume that field devices receive data and send data in each WirelessHART super frame. If it is different data cycle, then the data series will present a normal distribution. To design an IDS system with resistance to all attack is very difficult. On the other hand, to apply an incremental upgrade strategy is more practical. Normally, a security protocols should include at least a mechanism which able to withstand known attacks.
Besides, a system must be provided that can easily add new security patches in the future. Because the importance of WirelessHART's accessibility to a network, we mainly focus on the following types of attacks: denial of service (DOS) attack, greetings attack, trap attack and black hole attack.
Because the WirelessHART system subjects to energy, bandwidth, processing ability and storage capacity, we design IDS as intrusion detection and analysis system for any third party, as shown in figure 1. All the channel analyzer in sensor networks use portable mobile monitor to achieve real-time data acquisition, processing and integration, and data from the channel analyzer can be collected for analysis, then send the results to security managers. It greatly reduces the demand of the whole system for energy, and save the bandwidth.
A professional analysis system for the intrusion detection system and a full channel analyzer constitute the third party intrusion detection system. All channel analyzer can obtain all 16 channel network data in the invasion range of 2.4GHz, and then send the data to IDS intrusion detection analysis system, and final analysis results can be easily acquired. In addition, this third party intrusion detection system is outside of WirelessHART network, so it does not consume network resources. The WirelessHART with a limited resource is a great advantage in the system. Due to the independence of the detection system, we can extend its security without interfering with other IDS operations.
The duration time for WirelessHART super-frame is 32 slots, because the inactive period is used for internal data communication, external data chain and dormancy of communication. WirelessHART duration time is defined as the product of the super-frame duration and 2 N . This means that for each device, the traffic is evenly distributed in a certain period of time. Therefore, we can assume that all WirelessHART network traffic is a high-frequency time series, which is the basis of our model.
III. THE NETWORK DATA TRAFFIC PREDICTION MODEL
Due to the imbalance of sensor network and application data flow model, sensor networks are different from traditional networks. First of all, due to the unbalanced traffic patterns, the closer the router equipment placed the heavier traffic burden it has; second, most application demands result in the demand of data flow increase. A sensor network model must take these problems into consideration.
An accurate traffic model can accurately capture the statistical characteristics of wireless network data traffic. In this paper, we focus on the cycle data of WirelessHART network. With considering the node capacity limitation, we use simple linear flow analysis and prediction methods. The basic idea of this method is that each signal can be represented by the weighted sum of a few samples. The weighted coefficients are determined by the minimum cycle mean square error.
Typical linear prediction models are auto-regressive (AR) and ARMA model. ARMA model can more effectively analyze the stability of the data. Because of the ARMA model prediction error variance is smaller; it is more suitable for short-term forecasting [8] .
According to the characteristics of failure rates, combined with the comparative results of several time series analysis methods, the conclusion that the auto-regressive moving average (ARMA)model is the most suitable network traffic prediction method is obtained.
In the process of establishing ARMA model to forecast, it must be triggered from a stable data sequence. Therefore, the initial data need to be pre-treated. We utilize the logarithmic method to decrease the ups and downs of data and make it stable. ( [9] [10] .
In the process of establishing ARMA model, it is of vital importance to estimate the model parameters, which mainly take several methods as follows: F-test statistics, parameter estimation criteria such as AIC. In this article, we use the autocorrelation function (ACF) and partial autocorrelation (PACF) method to estimate model parameters. Through the analysis of the characteristics of ACF and PACF, we can determine the order of ARMA model. It is the basis of further work to establish the accurate and tractable signal source model under the existing network protocol. We use the actual data flow to evaluate the performance of the WirelessHART network. In addition, the system parameters, such as the node density and target speed don't need to be analyzed by simulation. This is a good measure for comparing the performances over different databases and single database at different timescales. So we collect 500 data samples of all the channel flows to determine the typical time series. We adopt the following method to make data JOURNAL OF NETWORKS, VOL. 9, NO. 3, MARCH 2014 655 flow sequence stability. Measurement data sequence can be represented as:
The original data sequence is shown in figure 3. figure 4 . By repeating the above steps, we can remove feedback structure from the model. Therefore, evaluating the input and output sequence relationship will become easy. The corresponding relation from input to the output sequences can be regarded as a transfer function. The sparse of transfer function can be estimated by the least mean square algorithm.
Then, we need to make sure that the resulting time series we get is stable. Therefore, we can use ACF and PACF method.
ACF is defined as follows:
where,
PACF is defined as follows: 
The simulation result is shown in figure 5 . We use full channel analyzer to detect 16 channel in the invasion range of 2.4 GHz. Due to the channel characteristics of industrial wireless communication , full channel analyzer will transfer network data they get to a third party of intrusion detection system. After analysis of the whole network data flow, the intrusion detection analysis software based on ARMA model assurance system can fast and accurately react to the invasion of the different channel.
During the training sequence, the data acquired by channel analyzer is used as model input. Real-time traffic data will be transmitted to the abnormal behavior analysis module.
At the moment 1 t  of any input, forecasting model uses the data flow of the initial value to calculate flow and real-time data traffic and noise. All these will be collected by the abnormal behavior analysis. Third-party detection system filters out unnecessary and inaccurate intrusion detection. And then Intrusion detection system analyzes and compares the measurement of flow rate and predicts traffic. Intrusion detection analysis unit adjusts the forecast model in order to minimize the error prediction. After that, the third party unit test report would be sent to the security management system. Safety management system sends out alert information according to the information from test report of the third party.
Safety management unit will send a report to the system management unit to inform the situation related to invasion. At the same time, using these information, system management unit will redistribute resources, by extending the local intrusion detection unit , the function and the channel blacklist of frequent invasion to make these channel is used to transmit information as little as possible, and make the security of the whole system is strengthened. Any equipment is not necessary to make the effectiveness of the intrusion detection mechanism in the protocol stack, until the IDS has detect out attacks. Some equipment lacking of resources is not necessary to include in the mechanism.
Safety management unit will configure WirelessHART network security strategy. At the same time, this will decide whether the local intrusion detection unit is valid on the basis of the analysis of the third party inspection system.
Intrusion detection unit is integrated with safety management unit and gateway. The role of external intrusion detection unit is to prevent attacks from the fiber optic network. At the same time, we design a local wireless network intrusion detection unit to prevent attacks from the wireless network.
In this paper, we set a threshold to classify the invasion attack. We adopt the varied time series to establish the model of the data flow estimation. At the same time, we will compare the measured data flow with the data flow of prediction to determine the absolute difference between the two values whether are greater than the preset threshold. At the moment t , the difference between In WirelessHART network, any change will lead to the flow variation, so we need to analyze the cause of flow variation. Here we can use WirelessHART network based on normal noise level to determine the threshold. If the threshold is set too high, the intrusion detection rate is lower. If the threshold is set too low, the number of false alarm will increase. Here, we choose an appropriate threshold according to the data obtained in advance.
V. THE EXPERIMENTAL ANALYSIS
The experiments mainly included the length of data set, actual function, network values and other parameters about ARMA. By using the best parameters, the traffic prediction based on ARMA model for the wireless network can achieve good results, so you can believe that this design is feasible. Through studied the prediction method, we did some improvements on the physical nodes, and take the residual analysis, model amend to improve the prediction accuracy. In this paper, the proposed WirelessHART network performance of intrusion detection system is verified. Our test environment contains 40 field devices and five routers. After safely connecting a wireless network, wireless nodes randomly distributed in a certain range to collect and process wireless communication data or complete other tasks. Field device information is transmitted to the gateway through a router. Equipment configuration of the software can detect real-time field data and safety information. After combining local intrusion detection unit with a third party in intrusion detection module, we can detect and effectively prevent the invasion, because the third party inspection system can get all network data. Test system contains 16 channels, a total of 2.4 GHz, from 00 B  to 01 A  . As shown in figure 8 , the real-time network data is obtained. Test results show that all channel analyzer can capture network data. Test analysis system can analyze and compare data from the whole channel analyzer.
Then we simulate the illegal invasion in the network. Detection ratio and error rate are two important indicators of the IDS system. Detection rate and the failure rate in our system are shown below.
Regarding detection ratio and the error rates, we adopt different false alarm threshold, such as 0.8, 1 and 1.2 times of the maximum threshold, in order to observe the differences of performance caused by different threshold. As we know, with the increase of the threshold, detection ratio decreases. When the threshold is lower, alarm signal of normal behavior can easily exceed the threshold, which may lead to a false alarm. Error rate will increase with the decrease of threshold. From our simulation results, we can see that the value of error ratio decreases when k increases. That means longer prediction step reduces the prediction accuracy. Comparing our proposed model with others model, our model can obtain better prediction performance not only in one-step-ahead prediction scheme but also in k-step-ahead prediction scheme.
Finally, we will compare our method of detection ratio with ZBIDS [11] and LIDS system, as shown in figure 9 . We can see from the figure, the detection ratio of the system testing we propose is always greater than 90%. Compared with other systems, WirelessHART intrusion detection mechanism has a high detection rate. The simulation result of the error rate is shown in figure 10 . WirelessHART system is better than LIDS, less than ZBIDS, which is perfectly acceptable.
VI. CONCLUSION
Due to the differences between the wireless industrial networks and traditional wireless network, it is a very challenging problem to establish a secure wireless network. These differences include the limited nodes, layout, etc. This paper propose a new method of designing a WirelessHART network IDS based on ARMA model and provides safe communication environment. The ARMA model can model and forecast the network traffic better than the traditional linear time series model. In our IDS, we utilize analyzer which can capture 16 channel flows and the timing of data traffic which can accurately and quickly get the network traffic. Our analysis shows that this system can ensure detecting out the intrusion attack, improving the overall performance of system, prolonging the life of the network, and at the same time blocking the malicious data and illegal invasion.
